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lkHkkj% iQkbusafl;y ,Dlizsl
(30 uoacj] 2017)

;g vkys[k lkekU; vè;;u iz'u i=k&III (foKku ,oa izkS|ksfxdh) ls lacaf/r gSA

lkbcj lqj{kk dh leL;k

fuokj.k&dsafær lqj{kk igys vljnkj gqvk djrh Fkh] ysfdu vkt ;g cgqr çHkkoh ugha gSA

lqj{kk çkS|ksfxdh esa çxfr ds ckotwn vkSj daifu;ksa }kjk viukbZ tkus okyh fuokjd mik;ksa dh ,d foLr`r J`a•yk ds ckotwn]
gesa okukØkbZ] ehjkbZ ckWV vkSj isVÔk tSls lkbcj geyksa dk lkeuk djuk iM+ jgk gSaA orZeku esa fMokbl&pkfyr ikfjfLFkfrdh ra=k
(eksckby] iguus ;ksX;] phtksa dk baVjusV)] cgqr lkjs ijLij tqM+s flLVe] cgqr lkjs •qys IysViQkeZ miyC/ gSa vkSj oSf'od usVodZ
ij cM+s MsVk dk ysunsu fd;k tk jgk gS] ftlls lkbcj geyksa dk •rjk dkiQh c<+ x;k gSA orZeku esa ifj"Ñr eSyos;j fuekZrk vkSj
lkbcj geykoj gSa] ftuds ikl flLVe esa ços'k djus ds dbZ mik; ekStwn gSaA fiQf'kax] cM+s MhMhvks,l vkSj jSuleos;j geyksa ls
flLVe esa ços'k djrs gSA jksdFkke&dsafær lqj{kk dk;ZØeksa us igys vljnkj t:j Fks] ysfdu vkt ;g fcydqy Hkh çHkkoh ugha gSA
fiQj Hkh geus ns•k gS fd cgqr laxBukRed ç;kl vkSj lalk/u vkoaVu lqj{kk ?kVukvksa dh jksdFkke dh vksj c<+rk gS vkSj irk yxkus
vkSj çfrfØ;k dh vksj cgqr de vxzlj gSA eSyos;j geyk ,d vPNk mnkgj.k gS ;g irk yxkus dk fd igpku vkSj çfrfØ;k
fdruk egRoiw.kZ gSA gj xqtjrs fnu gSdlZ ifj"dkj ds mPp Lrj dk fuekZ.k dj jgs gSaA dqN eghus igys gSdlZ us flLdks] ekbØkslkWÝV
vkSj xwxy lfgr rduhdh Mksesu dks yf{kr djus ds fy, ,d mUur Vksg ç.kkyh dk bLrseky fd;k FkkA blls irk pyrk gS fd
çfrj{kk dh vksj dne c<+kus ds ckotwn] çkS|ksfxdh ds vR;k/qfud m|eksa esa] varr% ,d eSyos;j geys dks jksdus esa ;g foiQy
jgrk gSA i;kZIr çfrfØ;k vkSj mipkj ra=k ds fcuk] fLFkfr dks fu;a=k.k esa yk;s tkus ls igys] usVodZ ØS'k lfgr cgqr vf/d {kfr
gqbZ gSA

orZeku esa Hkkjr esa lkbcj lqj{kk ds egÙo ,oa blds çHkko ds çfr tkx:drk dh deh gSA Lo;a vf/dka'k daifu;k¡ bls
,d j.kuhfrd ,tsaMk ekuus dh ctk; vius lwpuk ,oa çkS|ksfxdh foHkkx dh ,d NksVh&lh ?kVuk ekudj utjvankt dj nsrh
gSaA  ,d lPpkbZ ;g Hkh gS fd lkbcj lqj{kk dh vusd NksVh ?kVukvksa dh igpku gh ugha gks ikrh gS rks mudh fjiksfVZax dgk¡
ls gksrh gksxhA

vr% m|ksx&fo'ks"k ds vuqlkj lkbcj lqj{kk ds mik;ksa dks viuk;s tkus dh vko';drk gS] D;ksafd blds çfr fo'ks"k :i ls
tkx:drk dh deh gS rFkk ;g lwpuk ,oa çkS|ksfxdh  lqj{kk ls egÙoiw.kZ :i ls fHkUu Hkh gSA xkVZuj lqj{kk vkSj tksf•e çca/u
f'k•j lEesyu 2017 esa] fo'ys"kd vyZ ifdZUl us vius lqj{kk çfØ;k dks çfrfØ;k vkSj mipkj ds fy, LFkkukarfjr djus ds ckjs
esa crk;kA mUgksaus rdZ ;g fn;k fd tks yksx vkids vkbZVh flLVe esa ços'k djuk pkgrs gSa] os vkf•jdkj oks vius edln esa liQy
gks gh tk,axs] Hkys gh geys dks jksdus esa vkius fdruk Hkh fuos'k fd;k gksA vkids vkbZVh lqj{kk dk;ZØeksa dh liQyrk geys dks
jksdus dh dksf'k'k djus ij fuHkZj ugha djrh gS] cfYd le; ij geyksa dk vuqeku yxkus] irk yxkus vkSj tokc nsus dh {kerk
esa fuHkZj djrh gSA blfy,] etcwr vkSj yEcs }kj ds fuekZ.k ij è;ku nsus dh ctk;] ges lqj{kk ?kVuk dh igpku djus vkSj bldh
çfrfØ;k ij è;ku nsus pkfg,A MsVk vkSj ,ukfyfVDl ,d iwokZuqekfur vkSj mÙkjnk;h •rjs dh deh vkSj ?kVuk çca/u lsV vi ds
egRoiw.kZ ?kVd gSaA vR;f/d laosnu'khy lqj{kk çca/u okrkoj.k cukus dh pqukSfr;ksa esa ls ,d leL;k usVodZ vkSj flLVe tkudkjh
,df=kr vkSj fo'ys"k.k djuk gSA çfØ;k dsoy rHkh dke djrh gS] tc okLrfod le; MsVk miyC/ gks_ le; ij fu.kZ; ysus ds
fy, lqj{kk Vheksa ds ikl lgh Vwy vkSj fo'ks"kKrk çkIr gks_ laxBu ds ikl mÙkjnk;h ra=k ekStwn gks] ftlesa tksf•e dks de djus
ds fy, ekudhÑr vkSj ijh{kf.kr uhfr;ka 'kkfey gksuh pkfg, rFkk lqj{kkdfeZ;ksa dks geys ds nkSjku vkSj ckn esa D;k fd;k tkuk
pkfg,] bldh tkudkjh gksA

fuf'pr rkSj ij] Hkkjrh; daifu;ksa dks vius lkbcj lqj{kk ra=k dks vkSj etcwr djuk gksxkA bldh 'kq#vkr  'kh"kZ ij cSBs
vfèkdkfj;ksa dks ,d fotu cuk dj djuk pkfg,A daifu;ksa ds eq[; dk;Zdkjh vf/dkfj;ksa dks vius çca/u ,tsaMs esa bls mPp
çkFkfedrk nsuh gksxh rFkk ,d lqifjHkkf"kr jksM&eSi cukuk gksxkA

daifu;ksa dks vius egÙoiw.kZ ifjlaifÙk;ksa] ftudh tksf•e dh laHkkouk lokZf/d gks] dh igpku dj ysuh pkfg;sA blds vykok
mudks le;&le; ij fj;y&Vkbe geyksa ds eqrkfcd fu;fer vH;kl djuk pkfg;sA blls mUgsa viuh rS;kfj;ksa dks tkuus&ij•us
rFkk tokch dk;Zokgh djus dk ekSdk feysxkA lqj{kk çca/u ds fy, ,d mÙkjnk;h n`f"Vdks.k dks viukus ds fy, lhvkbZvks dks xkVZuj
}kjk çcaf/r fMVsD'ku vkSj fjLikal lfoZlst (,eMhvkj,l) ds :i esa lanfHkZr u,] çcaf/r lqj{kk mik;ksa ij fopkj djuk gksxk] tks
'kfÙkQ'kkyh fo'ysf"kdh] dq'ky is'ksoj] 24×7 igpku vkSj çfrfØ;k djrk gSA lkbcj geys ls iwjh lqj{kk dk nkok ugha fd;k tk
ldrk] ysfdu csgrj vkink çca/u vkSj lq/kj dh O;oLFkk ykxw dh tkuh pkfg,] rkfd ,sls gkykr esa tYnh ls tYnh O;oLFkk lqèkkjh
tk ldsA lhbZvkjVh& bu rFkk vU; ,tsafl;ksa dks ,sls flLVe cukus pkfg, tks turk dks budk vlj de djus ds mik; tYn ls
tYn crk,aA

½f"kds'k dker (,lksfl,V mikè;{k & mRikn çca/u vkSj foi.ku)]
usVeSftd (,uVhVh dE;qfuds'kal daiuh)



705, 2nd Floor, Main Road, Dr. Mukherjee Nagar,  Delhi - 110009

Ph. : 011- 27658013, 9868365322 (2)

laHkkfor iz'u
lkbcj geys ls iwjh lqj{kk dk nkok ugha fd;k tk ldrk] ysfdu csgrj çca/u vkSj lq/kj dh O;oLFkk ds }kjk tYnh
ls tYnh O;oLFkk esa lq/kj ykbZ tk ldrh gSA bl dFku ds lUnHkZ esa lkbcj geys ls cpko ds mik;ksa dk o.kZu djsA

(200 'kCn)
Cyber attack can not be claimed to be full security, but better system can be improved by disaster management

and improvement system as soon as possible. Describe the measures to prevent cyber attack in relation to this

statement.  (200 words)

jSuleos;j D;k gS\
l ;g ,d çdkj dk ekWyos;j gS tks daI;wVj flLVe ds

,Dlsl dks CykWd dj nsrk gS vkSj MsVk dks pqjk ysrk gSA
blds ckn lkbcj vijk/h vkids MsVk dks okil ykSVkus ds
fy, fiQjkSrh dh ekax djrs gSaA ̂ okuk ØkbZ* jSuleos;j foaMks
ij vk/kfjr vkWijsfVax flLVe ij geyk djrk gSA blesa
MsVk dks bufØIV dj fn;k tkrk gS vkSj fMfLØIV djus ds
fy, fcVdkWbu dh ekax dh tkrh gSA

Hkkjr ds fy;s fpark ds dkj.k
l bl çdkj ds geyksa ls laxzfgr fiQjkSrh dk mi;ksx vkradokn

ds foÙkiks"k.k esa fd;k tk ldrk gSA
l ,sls geys Hkkjrh; lqj{kk ,tsafl;ksa ,oa j{kk laLFkkuksa ds

daI;wVjksa dks çHkkfor dj muds egÙoiw.kZ nLrkostksa dks
,ufØIV dj ldrs gSaA ftlls Hkkjr dh lqj{kk O;oLFkk ij
xaHkhj çHkko iM+ ldrk gSA

l foeqæhdj.k ds i'pkr Hkkjr esa fMftVy ysu&nsu dks
c<+kok nsus ds ç;kl fd;s tk jgs gSa] ysfdu ,sls geys u
dsoy bu ç;klksa dks foiQy dj ldrs gSa cfYd fMftVy
bafM;k igy dks Hkh çHkkfor dj ldrs gSaA

D;k gS isVÔk jSuleos;j\
l isVÔk@ukWVisVÔk (Petya/Notpetya) jSuleos;j] ,d

nqHkkZoukiw.kZ lkWÝVos;j gS] tks daI;wVj esa iQkbyksa dks ykWd
dj nsrk gS vkSj mu iQkbyksa dks vuykWd djus ds fy;s
mi;ksxdÙkkZ ls fiQjkSrh dh ekax djrk gSA

l orZeku lkbcj geyk isVÔk jSuleos;j dk ,d :ikarj
ekuk tk jgk gS] tks o"kZ 2016 ls  vfLrRo esa gSA

l dSLijLdkbZ] tks fd ,d lkbcj lqj{kk çnkrk gS] ds çkjafHkd
tk¡p ds vuqlkj] orZeku lkbcj geyk isVÔk jSuleos;j dk
,d :ikarj ugha gS] cfYd ,d u;k jSuleos;j gSA og bls
ukWVisVÔk dg jgh gSA

l isVÔk vFkok ukWVisVÔk jSuleos;j] okUukØkbZ (WannaCry)
ok;jl ds ckn nwljk  çeq• oSf'od jSuleos;j gS] ftldk
çHkko bruk O;kid gSA xkSjryc gks fd okUukØkbZ ok;jl us
bl o"kZ ebZ eghus esa fo'o ds 200 ns'kksa ds 3]00]000
daI;wVjksa dks çHkkfor fd;k FkkA

l okUukØkbZ jSuleos;j dh rjg isVÔk Hkh vius vki dks
çpkfjr djus ds lk/u ds :i esa cká Cyw (,DlVuZy
Cyw) dk mi;ksx djrk gSA

l isVÔk jSuleos;j u dsoy iQkbyksa dks ,ufØIV dj nsrk  gS]
cfYd ;g lEiw.kZ fMLd dks ykWd dj nsrk gS] ftlls ;g
rc rd dk;Z djuk can dj nsrk gS] tc rd bls gVk;k
ugha tkrkA ;g iwjh dk;Z ç.kkyh dks can dj nsrk gS ,oa mls
pkyw djus ds fy;s  fcVDokbuksa ds :i esa 300 MkWyj
fiQjkSrh dh ek¡x djrk gSA

fMftVy :i ls lqjf{kr Hkkjr ds fuekZ.k ds fy;s vko';d
dne&
l vf/d dBksj lkbcj uhfr ,oa fofu;ked ÚseodZ dh LFkkiukA
l Hkkjr ljdkj dks MsVk dh lqj{kk ds fy;s lokZsÙke varjkZ"Vªh;

rduhdh ,oa O;ogkj dh enn ysuh pkfg;sA
l dsaæ ljdkj ds }kjk fMftVy lk{kjrk ds lkFk&lkFk tkx:drk

vfHk;ku Hkh lapkfyr fd;s tkus pkfg;sA
l lkbcj ,oa fMftVy vijk/ksa ds ekeys esa leqfpr ,oa

dBksj ltk ds fy;s mi;qÙkQ çkf/dj.k dh LFkkiuk dh
tkuh pkfg;sA

l lkbcj lqj{kk ls lcaf/r ns'k dh lcls çeq• ,tsalh
CERT-IN dks vkSj vf/d etcwr cuk;k tkuk pkfg;sA

l lks'ky ehfM;k dks fofu;fer djus ds fy;s mi;qÙkQ O;oLFkk
dh tkuh pkfg;s D;ksafd lokZsPp U;k;ky; }kjk vkbZVh ,DV
dh /kjk 66A dks jí fd;s tkus ds ckn ls dksbZ vU;
O;oLFkk ekStwn ugha gSA

lkbcj vijk/ D;k gS\
l lkbcj vijk/ os xSjdkuwuh dk;Z gSa ftuesa daI;wVj dk

bLrseky gksrk gS rFkk lwpuk] rduhdh ,oa vkijkf/d
xfrfof/;k¡ blesa 'kkfey gksrh gSaA ;s vijk/ lkekU;r%
fdlh çdkj dh fgalk ugha iQSykrs] ysfdu ykyp] lEeku
vkSj fdlh O;fÙkQ ds pfj=k ds detksj igyw dks idM+dj
fofHkUu vijk/ksa dks tUe nsrs gSaA lkbcj vijk/ksa esa vkijkfèkd
xfrfof/;k¡] tSls&pksjh] /ks•k] xcu] vieku djuk vkfn
lfEefyr gSaA buesa O;fÙkQxr] laLFkkxr] lkekftd vijk/ksa
ds vykok gSfdax] lqj{kk laca/h] baVjusV ij /ks•k/M+h]
iksukZsxzkiQh rFkk jk"Vªh; lqj{kk tSls •rjs 'kkfey gksrs gSaA
ljy 'kCnksa esa dgsa rks lkbcj vijk/ xSjdkuwuh ÑR;u gS
ftlesa daI;wVj ;k rks ,d midj.k ;k y{; ;k nksuksa gksrk
gSA gekjs ns'k esa lkbcj vijk/ksa esa lwpuk rduhd dkuwu
vkSj Hkkjrh; naM lafgrk ds rgr vkus okys fofHkUu çdkj
ds vijk/ 'kkfey gSaA

lacaf/r rF;

orZeku esa ,d çcaf/r lqj{kk lsok çnkrk dk mi;ksx djus okys laxBu ,eMhvkj,l dks LFkkukarfjr djus ds fy, ,d csgrj
fLFkfr esa gksaxs] D;ksafd muds ikl igys ls gh dqN ekud çfrfØ;k vkSj mik; ra=k gksaxsA blds vykok] lqj{kk <kaps ds lkFk 'kq:
djus okyh daifu;ksa ds fy,] loZJs"B&bu&Dykl çcaf/r lqj{kk lsok çnkrk dk ykHk mBkus vkSj 'kq#vkr esa Hkh etcwr igpku vkSj
çfrfØ;k {kerkvksa dk fuekZ.k djus dk ,d 'kkunkj volj gSA


